Secure My Device

modular security
for all your PCs
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easily set and maintain the = near real-time monitoring and reporting of all
compliance and security of

your mobile workforce your remote PCs

m control and enforcement of your security and
system configuration through a distributed
architecture

m flexible security with multiple functions to address
your unique needs

m easy deployment without dedicated infrastructure

m cost control through “pay-as-you-go” pricing
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manage, supervise and control your security

Secure My Device solves many security requirements with solutions ranging from patch management
to a complete security software suite. By simply installing a lightweight software agent on your devices,
you can administer, manage, supervise and control your security rules and policies worldwide from a
unique, web-based console.

be confident with near real-time monitoring and reporting

Through the integration of BigFix technology, current device status is always available on the
Orange-hosted servers. That means you can monitor and view reports in near real-time in standard
or customized tables, graphics or 3-D visualization tool.

choose the options that complete your solution

Add on service options to address your own security issues or to safeguard unsecured, un-patched
or vulnerable systems with full control and visibility.

= compliance and patch - visibility and control of the major SANS vulnerabilities and Microsoft®
Windows® patches

m continuous security software compliance — constant updates of major third-party anti-virus,
anti-spyware and firewall software with real-time feedback on deployment and status

m anti-virus/anti-spyware — effective, easy-to-use anti-virus and anti-spyware from BigFix

m personal firewall — personal protection with auto-location policies that set automatically based on
the network detected (Internet or intranet)

m enforcement and remediation — as an add-on to the anti-virus, anti-spyware and personal firewall
options, provides security enforcement of your Windows® devices with auto-location policies and
device quarantine with patches and updates to restore users' service

= application security management — additional security enforcement with updates for key
Windows® applications like Adobe® Flash® Player, Acrobat® Reader®, Apple® iTunes®, Apple®
QuickTime®, Mozilla Firefox®, RealPlayer®, Skype™, Sun™ Java runtime environment™, etc.

good to know

Secure My Device is fully integrated within
the unique Business Everywhere Update Kit
for deploying and updating your Business
Everywhere solution, our mobility offering that
lets you work anywhere.

For more information about Secure My Device, contact your local account
team or visit our website at www.orange-business.com
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